Hometown People. Hometown Power.

LANSING BOARD OF WATER AND LIGHT BOARD OF COMMISSIONERS

FINANCE COMMITTEE MEETING via WEBEX

AGENDA
September 8, 2020
6:00 P.M. — 1201 S. Washington Ave., Lansing, M| 48910

The BWL full meeting packet and public notice/agenda is located on the official web site at
https://www.lbwl.com/about-bwl/governance.

Due to public safety concerns resulting from the COVID-19 Pandemic, this meeting will be conducted
via WebEx Conferencing. Instructional options to be in attendance are as follows:

1. Event address:
https://Ibwlevents.webex.com/lbwlevents/onstage/g.php?MTID=eadd464116dfea782027d3caff56f5453

Event number: 132 586 9067 Event Password: h2rTdShJA26

2. Audio conference: United States Toll +1-408-418-9388 Access code: 132 586 9067

Call to Order

Roll Call

Public Comments on Agenda Items

Public Comment (PC) can be made by choice of:

e Raising your hand by clicking on the hand icon button L in the Participants panel
Submitting written comments to mdenise.griffin@|bwl.com (By the End of Public Comment)
Submitting written comments to 1201 S. Washington Ave., Lansing, 48910

Finance Committee Meeting Minutes of July 21, 2020

Tabled Item from July 21, 2020: Proposed Internal Audit Charter

a. Redlined Internal Audit Charter
b. Resolution

Baker Tilly External Audit Report

a. Report to Governing Body
b. Lansing Board of Water and Light Audited Financial Statements



https://www.lbwl.com/about-bwl/governance
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Flbwlevents.webex.com%2Flbwlevents%2Fonstage%2Fg.php%3FMTID%3Deadd464116dfea782027d3caff56f5453&data=02%7C01%7CMaria.Koutsoukos%40LBWL.COM%7Ca2576a6679324f0e448708d84ddafdeb%7C8ba9e4d672d34e24be0f8936881f9f9f%7C0%7C0%7C637344950249082344&sdata=bbYpRiyNHgyjz1GG5dtcvyWld25heQULHmhznXSXkyY%3D&reserved=0
mailto:mdenise.griffin@lbwl.com

Defined Benefit Plan Audited Financial Statements

Defined Contribution Plan Audited Financial Statements

Post Retirement Benefit Plan Audited Financial Statements
Resolution - Acceptance of the 2020 Audited Financial Statements

July YTD Financial Summary

Capital Project Exceedance Revision — Redlined Resolution
a. Clean Resolution

Internal Audit Status Report

Other

Adjourn

Persons with disabilities who need an accommodation to fully participate in this meeting should contact the Office of the
BWL Corporate Secretary at (517) 702-6033 or mdenise.griffin@lbwl.com, or utilize TTY by dialing 7-1-1 (7-1-1 is the
statewide telephone relay number that connects deaf, deaf-blind, hard of hearing, and/or speech impaired people who use
text telephones (TTYs) with standard (voice) telephone users). A 24-hour notice may be needed for certain
accommodations. An attempt will be made to grant all reasonable accommodation requests.

EXECUTIVE ORDER No. 2020-48: “Temporary authorization of remote participation in public meetings and hearings and
temporary relief from monthly meeting requirements for school boards.” Section 1.a “A meeting of a public body may be
held electronically, including by telephonic conferencing or video conferencing, in a manner in which, both the general
public and the members of the public body may participate by electronic means.”

*A quorum of the Board of Commissioners may be in attendance. Actions and Motion will be considered by the Finance
Committee Members only.
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FINANCE COMMITTEE
Meeting Minutes
July 21, 2020

Due to public safety concerns resulting from the COVID-19 Pandemic, the Finance Committee
meeting for the Lansing Board of Water and Light (BWL) was conducted via WebEx
Conferencing in Lansing, Ml, at 5:00 p.m. on Tuesday, July 21, 2020.

Finance Committee Chair Ken Ross, called the meeting to order at 5:00 p.m. and asked
Corporate Secretary Griffin for the roll call.

Present: Commissioners Ken Ross, David Lenz, Tony Mullen, and David Price. Also, present:
Commissioners Beth Graham, Tracy Thomas (arrived @5:33 p.m.), Sandra Zerkle (arrived @5:33
p.m.) and Non-Voting Commissioners Douglas Jester (East Lansing) and Larry Merrill (Delta
Township (arrived at 5:36 p.m.)

Absent: None.

The Corporate Secretary declared a quorum.

Public Comments
None.

Approval of Minutes
Motion by Commissioner Price, Seconded by Commissioner Mullen, to approve the Finance
Committee meeting minutes of May 26, 2020.

Approval: Motion Carried

May YTD Financial Summary
Chief Financial Officer (CFO), Ms. Heather Shawa, presented the following Year to Date Financial
Review:

Budget Status YTD

Total cash decreased by approximately $21.2M from the previous month. This is primarily due
to Delta Energy Park (DEP) Pipeline and Construction Manager payments. Restricted
construction funds will continue to decrease each month as the 2019A bond proceeds are spent
down to pay for the construction of Delta Energy Park and other system improvements.



May YTD actual net income of $29M is about $13M over budget, primarily due to under budget
expenses. Wholesale revenue is about $12M under budget FYTD. This is primarily due to Belle
River’s Units 1 and 2 going into an unplanned outage, as well as Erickson transferring offline
due to market/economic conditions. These factors will continue to cause wholesale revenues
to fall further under budget over the remainder of the year. This, as well as the lower power
supply costs, flow through the PSCR and will result in little impact to net income. As the fiscal
year progresses, operating expenses have historically trended closer to budget. As noted
previously, the VEBA credit adjustment is cumulative and represents $9.5M. Nonoperating
income is over budget. This is mostly due to unrealized investment returns FYTD and interest
savings from the 2019A and 2019B bond issuances.

FY 2020 YTD O&M spend is about $11.6M under budget. Again, $9.5M of this is due to the
VEBA credit adjustment. Although FY 2020 YTD capital spend was 17% below budget in May,
current projections indicate we will finish closer to budget, projecting 10% spending variance.
Impacts or delays related to COVID-19 are continually being evaluated. FY 2020 YTD DEP spend
remains under budget through May. Many of the mechanical bid packages that were
scheduled to be awarded in Q1 of FY20 have now been awarded. As work kicked off under
these contracts, it was expected that expenses would begin to catch up to budget during Q3-Q4
of FY20; however, delays related to COVID-19 have impacted our ability to catch up as much as
previously anticipated. The extent of the impact is still being evaluated; however, construction
levels have increased, albeit slowly due to COVID-19 safety restrictions. The actual Return on
Assets (RoA) of 4.71% exceeds our budgeted RoA of 3.95%, as YTD net income remains over
budget.

Three out of five ratios are slightly below the benchmark. Debt to total assets is currently
underperforming due to the new debt of issuance of the 2019A bonds. It will increase again
slightly as we complete the third phase of financing for Delta Energy Park before decreasing as
we pay off outstanding debt. Days Sales Outstanding is not beating its benchmark for May and
will continue to increase in June due to customer protections during COVID that have been
instituted, including suspension of late fees and a moratorium on shut-offs. The Bad Debt ratio
is also likely to increase due to customer protections that have been put in place during COVID.
BWL has expanded the payment arrangement program which will help minimize the amount of
accumulated balances that will go uncollected.

Employee count YTD of 679, while our current FY21 budgeted headcount is 727, a variance of
48. This is being supplemented by 32 full time temporary/contract employees, including
summer interns. The budgeted headcount remained higher through May due to the addition of
the 12 First Step students and 15 summer interns.

The Labor $/Hours Worked metric has continued to decline from last month. This is in line with
the prior year’s trend; however, much of the decline can be attributed to reduced labor hours,
which is comparative to the previous fiscal year. FYTD 2020 Benefits costs remain close to
budget, although the underbudget difference did increase slightly from the previous month by
about $100K primarily due to under budget dental costs.



Internal Audit Open Management Responses Update

Finance Manager, Mr. Scott Taylor, introduced new Finance employee, Ms. Elisha Franco,
Senior Internal Control Analyst. Mr. Taylor presented the updates to the internal audit
management responses.

Chair Ross inquired how flagged items on the internal audit are removed from the list. Mr.
Taylor responded that meetings are held with the department that has closed an item, he or
Ms. Franco will verify that the flagged item has been addressed and completed, forward the
item to the Internal Auditor for his confirmation and then forward the item to the
Commissioners as completed.

Commissioner Mullen asked about succession planning regarding equity and inclusion items.
Mr. Taylor responded that he would follow up with an email to Commissioner Mullen

Commissioner Lenz asked what the requirements are for sole source procurement in dollar
amount or percentage. CFO Heather Shawa responded that, for any purchase over $15,000
that is not an emergent need, a form is completed by the requestor and is reviewed by the
department manager, executive director, purchasing manager and CFO.

Internal Audit Status Report & Internal Audit Work Plan
Internal Auditor, Mr. Wesley Lewis, presented the internal audit status report and internal audit
work plan.




FY 2020 Audit Plan Progress Report

Overview
Mo Pl Fmom Fomet Engagements Completed:
1. Cash Management and Treasury

+ FY 2020 Audit Plan Progress Report 2. Fixed Assets

Internal Audit Status Report - Proposed FY 2021 Audit Plan
+ Proposed Revised Audit Charter Engagement in Progress:
Presented by: . Action ltems 1. Energy Risk Management
Wesley Lewis

Director of Internal Audit
Finance Committee Meeting
July 21, 2020

s, 4

Proposed FY 2021 Audit Plan - Background Proposed FY 2021 Audit Plan Details

Proposed FY 2021 Audit Plan — Highlights Planned Audits: Estimated Hours
Information Technology - Cybersecurity 400
Basis for Plan: Top Six Engagements for FY 2021 (as discussed and agreed with Yocses r—— =
1. Feedback was requested and received from Senior and Middle Senior Management): and Hotfine.
Management, including confirmation of the audit universe consisting 1. - Process (Eirst Time Audit Purchasing - PCards 400
of fifteen major business areas. 2. Corporate Governance - BWL Strategic Plan and Hotline (First Time Fevenue and Accounts Receivable - Unbilled o0
2. Risk assessment was conducted by inputting the audit universe Audit) Accounts Recaivable
information and feedback into our new audit management system 3. Purchasing - Purchase Card (P-Card) Usage and Control L Other ~ IT Vulnerabiiities Assessments 400
Risk scores were assigned to each of the major business areas, a —~ Unbilled Accounts Receivable Balablity Compiiance and Market 300
total scores were calculated, then each area was risk ranked. The N (First Time Audit) Qosrations - MPPA and MISO Billings
top six areas were selected and included in the audit plan 5 T Vali bility As: Combi ith anrlmmm-nn and Projects:
3. One business process in each of the top six major business areas g va m';,":':m: .';Y'Fi,:f:;"m::‘: d(m”" e wit tanagement Assistance, {Including 400
was selected for inclusion in the audit plan. Consideration was e '”’“"“"“‘""E"“'“’"“‘ )
given to rotational audits, business processes that hadn't been 6. Relisbility C 4 Market O =MPPA and MISO Billings e Cumaner ilonpion Suaten: 00
audited in more that two fiscal years, and business processes that Spacin Projacin and Reuests -
have never been audited.
4. Other types of engagements were considered and budgeted hours Total Required Hours 3,500

are included in the audit plan accordingly.

: w .

Proposed Revised Audit Charter (Cont’d)

Introduction of Proactive Audits Cor t:

+ Proactive audits is a mindset of approaching audits with the value set in mind.

+ The conceptIs to emphasize the need for Internal Audi to be proactive, which is
required in the standards (see the IIA standard below) This is something that the
industry is and has been moving forward on. And. it's not a separate type of
auditing per se.

+ Using information analytics and other audit and analysis tools, in a non-traditional

Proposed Revised Audit Charter

The purpose of the proposed revised audit charter is to do the
following:

. Reinforcement of Internal Audit's Free Access To Data, Books, and
Records

Manager:

Clarify Relationship Betwsen The Internal Auditor and the General
Manager

©

Introduction of Proactive Audits Concept

Reinforcement of Internal Audit's Free Access To Books and Records:

 Besides ree. access must be ongoing and unfitered. This enatles internal Audt
\eet and maintain its independence and objectivity required by the Institute of

« Intemal Audit reports directly to the Board of Commissioners, but must
successfully collaborate, establish, encourage, maintain, cultivate its on-
going relationship with the General Manager. management, employees,
and all other stakeholders at the BWL, and vice versa

+ The short and long-term success of the BWL is dependent upon this.

and non-conventional way. to proactively look for potential issues that could
represent major risks to the BWL and 1o communicate the results 1o management
right away for their timely review and action is a very good program to implement
+ Our ACE Information Analytics tool can be used to look for and idenify any
potential ermors or imegularities that may be present in information and data. And
ACE will add the characteristics of our data into Its profie for analysis going-
forward (artficial intelligence). This is forward-iooking, preventative, and can be

Internal Audiors (14) Profesaional Standords. and the ngo-confictig standards
of other supporting organizations (ISACA, ACFE, and AICPA). It also enabies It
0 be the independent. objective assurance. and consuiting function required by
the standards. And, it can decrease the amount of time needed to obtain the
same information in separate request to the business.

+ The role of Internal Audit's access is aiso supported in appiicable iaws and
regulations (1.6.. the HIPAA Law of 1996, Sections 1178 and 1179), Compllance
with the privacy and security requirements of the laws and regulations pertaining
10 the access of Internal Audit and others is mandated by those entities. along

with the Board of Commissioners.

predictive.

Proposed Revised Audit Charter (Cont’d)

Importance: BWL needs to be sbie fo anshyze and denty erors andio
imeguiaries that may be present in information and data, proactively to aetermine
ifméy possibly pose polenta, major ks that management needs o take action
on right away 1o either eliminste or effectively mitigate. This may be iy In e
‘execution of more iraditional internal audit engagements, which tend
retroactive looking. cetective, and caplure past snapshots In time.
Benefits and Value Adds of Proactive Audits:
1A Wil be able any
data to managermant n a mora bmely fashion for management's review and
acton This could help the BWL achveve cost savings and avoid disastars n the

Action Items

« Proposed FY 2021 Audit Plan
+ Proposed Revised Internal Audit Charter

We recommend the approval of both

e e analysis of SAP vendor, customer, and employee master
o mtmaston, il vanabciont e Crlomat B e e weolls
15, 61c ), comparison of ol terminated empioyees and retrees win
acve user accounts in Active Drectory (system access), and analysts of other
14905 of mfoumation in cther BAL inormaton dagbases that may of may 1ol be

Provides the foundations for continuous audiing and montoring
Creates adsional opporunies o A and management 1o work ogeher

10 holp the BWL meat its wh
s o o, i on ncrbass hakeniier Vo
This
misson

Commissioner Thomas asked whether an audit report was given at the last meeting. Mr. Lewis
responded that a fixed assets report was provided. Mr. Lewis will forward a copy of the report
to Commissioner Thomas.

Commissioner Merrill asked what audit standards of corporate governance the strategic plan
and hotline were measured against. Mr. Lewis responded that policies and procedures would
be compared with similar industries and a risk assessment would be conducted.

Chair Ross provided the following questions that will be addressed in the presentation of the
Internal Audit Charter:
e Provide background in some specificity on the vendor management program
e The cybersecurity concerns allowing continued access to core data and in what ways the
protection of that data is ensured
e What is proactive auditing and why is it needed at the BWL
e What changes are required by the audit profession



e What is required for the program to be immediately implemented and are there
consequences if no changes are made to the program

e What activities have been implemented toward the program to date

e What policies and procedures are needed to implement the program

e What other utilities are currently using a similar program

e Whether there is a need for additional management resources for the program and
what burdens might the program pose on the BWL organization

Chair Ross stated that the resolution to approve the changes to the Internal Audit Charter
would be tabled until the next scheduled Finance Committee meeting after further discussion
and reflection to determine whether this program feature is to be integrated into BWL's
internal audit program.

Internal Audit Charter and Resolution
Internal Auditor, Wesley Lewis, reviewed the proposed changes in the Internal Audit Charter.,
walking through the document page by page, and each suggested change in turn.

Chair Ross commented that the draft changes requested by the internal auditor center on three
focal areas. The first is to clarify and reinforce that the internal audit department should have
free access to data, books, and records in the organization. The second is to clarify the
relationship between the internal auditor/department and the general manager/organization.
The third is to create a platform to integrate proactive auditing into our audit program. Chair
Ross asked about the standards for the internal audit and general manager relationship. Mr.
Lewis responded that the standards indicate that the internal auditor is to report to the board
of commissioners. Chair Ross inquired whether the issues about the perceived delays in
receiving information and having access were centered around the new program not yet in
operation or whether any delays in information requested were for audits outlined in the
approved audit plan, and Mr. Lewis confirmed that delayed requests concern information
sought for the proactive auditing program. Chair Ross stated that the purpose of the proactive
auditing program was to make our internal audit process better and the decisions for the
committee would be to determine whether the program will be effective and whether to
implement the program.

Commissioner Zerkle asked for a definition of a proactive audit and how would the audits be
performed differently. Mr. Lewis responded that using the analytics tool will improve the audit
process by identifying potential errors or irregularities in information. Commissioner Ross
inquired to Mr. Lewis whether if a proactive audit program started tomorrow, would there be a
conduit between BWL and the third-party vendor retained and would encrypted data be
transmitted to the vendor and processed through the program. Mr. Lewis affirmed but
emphasized that the information is processed on an offline server—there would be no direct
connection between BWL data systems and the vendor. Mr. Lewis added that the process
would be transparent, and information would be reported immediately.

Commissioner Graham commented that it appeared that the program would be a good
monitoring tool and make the auditing process smoother and more consistent.

Commissioner Merrill inquired about ACE Information Analytics monitoring data in the
background 24/7 generating a flag for potential risks and whether the logarithm formula is



specific to BWL or to a broader model. Mr. Lewis responded that data wouldn’t be monitored
24/7 and it isn’t specific to BWL, but the enhanced tool would cause work performed to be
more timely.

Commissioner Mullen inquired whether all required standards are met by the company when
the information is sent to the company and taken off line. Mr. Lewis responded that the
standards are met and that the company has to go through four processes — vendor vetting
process for purchasing, IT and internal audit; master service agreement (MSA) language; legal
process; and cyber security process. Commissioner Mullen also asked if a process is in place
with the company to ensure data privacy. Mr. Lewis responded that the company will be
monitored based on the nondisclosure clause in BWL's MSA with the company.

Commissioner Ross asked if the company had gone through BWL’s vendor management
program and if it received the green light to go forward. Mr. Lewis responded that the vendor
management program consists of the four processes and the company met the standards.

Commissioner Thomas asked for assurance of BWL data privacy in the cybersecurity process in
the proposed program. Mr. Lewis responded that audits of cyber security process and IT
vulnerability are in place to be conducted. Commissioner Thomas also asked why references to
the General Manager was being removed from the internal audit charter. Mr. Lewis responded
that it is to clarify the reporting structure which is indicated in the IAA standards but not to
change the interaction between internal audit, the General Manager and the management
team.

Commissioner Price commented that a review of governance policies was performed and that
the General Manager title was found to be inserted in places where fiduciary responsibility and
authority didn’t apply. Commissioner Price inquired whether the information under the
Organization section was necessary in the charter as it appeared to be a job description and the
charter should describe function. Mr. Lewis responded that it was provided for more clarity.
Commissioner Lenz commented that qualifications for a BWL auditor should be included in
order that audit requirements are safeguarded against any nefarious hiring.

Commissioner Ross asked whether the auditing method was considered continuous auditing.
Mr. Lewis responded that there is continuous access to information but not 24/7 auditing of the
information.

Commissioner Zerkle asked what the obligation of the audit was to the BWL if the audit
program finds an error or discrepancy in the information. Mr. Lewis responded that free audit
access to data information would be granted continuously rather than in a case by case
scenario. Commissioner Ross commented that there is a need for proper input and advance
approval by the Board including prioritization of audit areas, regular reporting updates, and
reporting on any findings. and that the reporting of findings is incorporated into the risk rating
in the c.

A discussion followed regarding extra verbiage in the charter being unnecessary. Commissioner
Graham commented that total transparency is necessary and didn’t have a problem with the
extra verbiage. Commissioner Lenz suggested having General Counsel Mark Matus review the
language.



Commissioner Mullen asked that if the current process is working what makes the new
program better for the BWL. Mr. Lewis responded that maintaining compliance and standards,
removing the risk that information could be filtered and having an artificial intelligence
component is the reason for the new program even though the current program is effective.

Commissioner Jester asked whether proactive auditing could be pursuant to board approved
audit topics. Mr. Lewis responded that the new program is to make allowances for unexpected
events or changes that may arise. Commissioner Jester asked why three or four topics couldn’t
be placed in the audit plan. Mr. Lewis responded that some proactive audits are already be
conducted — analysis of SAP vendor payments information and a retiree and terminated
employees comparison to the active directory.

Commissioner Merrill commented that the term proactive is being defined as something new
and different and suggested for clarity, that since every audit conducted should be proactive,
changing the terminology to ad hoc. Mr. Lewis responded that proactive audits are required in
the standards and there will be ad hoc audit requests.

Commissioner Ross proposed continuing the discussion at the next Finance Meeting and there
was an agreeable consensus.

CFO Shawa made a clarification that the access requested is global access to production
systems through SAP. When data is requested from IT, the business owner is asked to sign off
the request and then a regular IT procedure is followed. CFO Shawa stated that a process on
proactive auditing was researched in order to ensure that the process could be maintained and
supported by senior leadership and internal control. CFO Shawa wanted the Commissioners to
understand that although the data is encrypted when sent out and when returned, it is on an
offline server while it is at the third party and there are physical data breach opportunities.
Additional security will be required with the offline server when all data is serviced in this
manner.

Commissioner Zerkle asked whether there were concerns regarding customer or employee
information. CFO Shawa responded that employee sensitive data or HIPAA data would need to
be approved.

Commissioner Thomas asked whether negotiating is necessary with the bargaining unit
regarding the audit changes. CFO Shawa responded that transparency is expected and that she
wanted management to understand what the program and process of the proactive auditing
would be like.

General Manager Peffley stated that he wants to see the Internal Audit Charter succeed and
has no problem with 24/7 monitoring but would like the monitoring to be transparent and not
secretive. GM Peffley commented that there was some concern among employees regarding
the employee information that would be audited and the shoulders of employees being looked
over, and that transparency in the audit requests is necessary. Commissioner Ross asked
whether the audit risk basis, the approval process, the structure for reporting, and the
opportunity for management feedback would be the same as current audits. GM Peffley



responded that the process would be the same but the main concern of management was the
looking over of their shoulders. Commissioner Ross also asked whether there was assurance
that there would be definitive answers to data requests and the internal audit process.
Commissioner Ross asked if a grid or visual could be developed that identified any management
issues with the proactive audit proposal or the vendor so that the finance committee would
know what needed to be addressed. GM Peffley responded that could be done and that an
internal order would log every request to determine the amount of staffing that would be
required for the demand.

Motion by Commissioner Price, Seconded by Commissioner Mullen to Table the Internal Audit
Charter Resolution, delaying the vote and allowing for further discussion at a future Finance
Committee Meeting.

Motion Carried

Other
None.

Adjourn
Commissioner Ross adjourned the meeting at 8:35 p.m.

Respectfully submitted
Ken Ross, Chair
Finance Committee
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Lansing, Michigan Board of Water and Light (LBWL)
Internal Audit Department Charter

General:

This Charter defines the internal audit function at the Lansing Board of Water and Light (LBWL)
and the commitment to the professional practice of internal auditing by the Board of
Commissioners (Board) and Senior Management. It grants Internal Audit the authority to carry
out its mission as set forth by the Board, Finance Committee, Chair of the Board, and General
Manager.

Organization:

Since Internal Audit’s organizational status and the support accorded to it by Senior Management
are major determinants of its range and value, the Director of Internal Audit is appointed annually
by the Board and reports to them through the Chair of the Finance Committee, thereby
establishing a special, independent reporting relationship. The Board shall review and approve
the appointment, replacement, reassignment, or dismissal of the Director of Internal Audit.

Purpose and Mission:

Internal Audit is an independent, objective assurance, and consulting activity that is guided by a
philosophy of adding value to improve the operations of the organization. It assists the LBWL in
accomplishing its objectives by bringing a systematic and disciplined approach to evaluate and
improve the effectiveness of the organization's governance, risk management, and internal
control processes.

The mission of Internal Audit is to assist the Board, management, and employees in effectively
discharging their responsibilities by providing them with independent, objective evaluations,
analyses, appraisals, recommendations, and information concerning activities reviewed and by
promoting effective internal controls. This enables the Board to better serve customers,
employees, and the community.

Authority:

Internal Audit, with strict accountability for confidentiality and safeguarding records and
information, shall have full, free, and unrestricted access to any and all LBWL activities,
subsidiaries, functions, processes, and resources consisting of all personnel, transactions,
records (including physical, manual, and electronic), company-owned devices and electronic
media, operations, systems, properties, and other sources of information and supporting



Hometown People. Hometown Power.

Lansing, Michigan Board of Water and Light (LBWL)
Internal Audit Department Charter

documentation required to carry out its mission?. All processes, activities, and responsibility areas
are subject to audit. All LBWL employees are requested and obligated to assist Internal

Audit in fulfilling its roles and responsibilities. Internal Audit will also have free, unrestricted, and
private access to the Board, Chair of the Board, Finance Committee, and General Manager.

Independence and Objectivity:

Internal Audit shall be a constructive, value-added service for (1) improving the effectiveness
and efficiency of management processes, internal controls, and quality of performance by the
LBWL in meeting its goals and objectives, (2) providing counsel and proactive advice concerning
new systems, initiatives, and services under development, and (3) evaluating the systems and
internal controls established to ensure compliance with established laws and regulations,
corporate plans, principles, and prudent business practices. To ensure independence, Internal
Audit shall have no direct responsibility or any authority over any of the activities or operations
of the LBWL.

Internal Audit reports to the Board and will govern itself by adherence to The Institute of Internal
Auditors' (IIA’s) mandatory guidance including the Definition of Internal Auditing, the Code of
Ethics, and the International Standards for the Professional Practice of Internal Auditing
(Standards). This mandatory guidance constitutes principles of the fundamental requirements
for the professional practice of internal auditing and for evaluating the effectiveness of Internal
Audit’s performance. The Director of Internal Audit will report periodically to Senior Management
and the Board regarding Internal Audit’'s conformance to the Code of Ethics and the Standards.
The lIA’s Practice Advisories, Practice Guides, and Position Papers will also be adhered to as
applicable to guide operations. In addition, Internal Audit will adhere to LBWL'’s relevant policies
and procedures and Internal Audit's standard operating procedures manual. And, as
supplemental guidance for the performance of audits, Internal Audit shall consider and, where
appropriate, comply with Generally Accepted Government Auditing Standards promulgated by
the Government Accountability Office.

Internal Audit will remain free from interference by any element in LBWL, including matters of
audit selection, scope, procedures, frequency, timing, or report content to permit maintenance of
a necessary independent and objective mental attitude. In addition, Internal Audit will audit and
evaluate the organization’s processes and functions using a risk-based approach. Accordingly,
Internal Audit will not implement internal controls, implement procedures, install systems, prepare
records, or engage in any other activity that may impair an internal auditor's judgment. Internal
Audit will exhibit the highest level of professional objectivity in gathering, evaluating, and

! This also includes access to all LBWL information and records and full audit reports that pertain
to audits conducted by the North American Electric Reliability Corporation for its Critical
Infrastructure Protection Plan (NERC CIP).



Hometown People. Hometown Power.

Lansing, Michigan Board of Water and Light (LBWL)
Internal Audit Department Charter

communicating information about the activity or process being examined and will make a
balanced assessment of all relevant circumstances and not be unduly influenced by their own
interests or by others in forming judgments.

The Director of Internal Audit, who also serves as the Chief Audit Executive, will confirm to
the Board, in writing at least annually, the organizational independence of the internal audit
activity.

Responsibility and Scope:

Management is responsible for establishing and maintaining risk management, internal controls,
and governance processes for the organization. The scope of Internal Audit encompasses, but is
not limited to, the evaluation of the adequacy and effectiveness of the organization’s processes
as well as the quality of performance in carrying out assigned responsibilities to achieve the
organization’s stated goals and objectives. This includes the following:

Organization:

e Evaluating risk exposure relating to the achievement of strategic objectives and
determining whether they are appropriately identified and managed.

e Evaluating information and the means used to identify, measure, analyze, classify, and
report such information to determine if they are reliable and have integrity.

e Evaluating significant financial, managerial, and operating information to determine if it is
accurate, reliable, and timely.

o Evaluating the systems established to ensure compliance with those policies, plans,
procedures, laws, and regulations which could have a significant impact on the
organization.

¢ Evaluating the means of safeguarding assets and, as appropriate, verifying the existence
of such assets.

e Evaluating the effectiveness and efficiency with which resources are employed and
determining whether they are acquired economically, used efficiently, and adequately
accounted for and protected.

¢ Monitoring and evaluating governance processes.

e Monitoring and evaluating the effectiveness of the organization's risk management
processes.
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Evaluating the quality of performance of external auditors and the degree of coordination
with Internal Audit.

Determining if management, employee and independent contractor actions are compliant
with policies, procedures, standards, laws, regulations, and contracts.

Internal Audit;

Reporting significant risk exposures and control issues, including fraud risks, governance
issues, and other matters needed or requested by the Board.

Evaluating specific operations at the request of the Board or management, as appropriate.

Performing consulting and advisory services related to governance, risk management, and
control as appropriate for the organization.

Reporting periodically on Internal Audit's purpose, authority, responsibility, and
performance relative to its plan.

Meeting periodically with the Finance Committee to review Internal Audit’s scope, staffing,
training/development, budget, and audit schedule. In addition, the Director of Internal Audit
will confirm to the Board and Finance Committee, in writing at least annually, the
organizational independence Internal Audit.

Internal Audit Plan:

At least annually, the Director of Internal Audit will submit to the Board and General Manager an
internal audit plan for review and Board approval. The internal audit plan will be developed using
a risk-based methodology, including input of the General Manager and the Board. The Director
of Internal Audit will review and adjust the plan, as necessary, in response to changes in the
organization’s business, risks, operations, programs, systems, and controls. Any significant
deviation from the approved internal audit plan will be communicated to the Board and the General
Manager through periodic activity reports.

Reporting and Monitoring:

A written report will be prepared and issued by the Director of Internal Audit or designee following
the conclusion of each internal audit engagement and will be distributed as appropriate. Internal
audit results will also be communicated to the Board.

The internal audit report may include management’s response and corrective action taken or to
be taken regarding the specific findings and recommendations. Management's response,
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whether included within the original audit report or provided thereafter (i.e. within thirty days) by
management of the audited area should include a timetable for anticipated completion of action
to be taken and an explanation for any corrective action that will not be implemented. Internal

Audit will be response for appropriate follow-up on engagement findings and recommendations.
All significant findings will remain in an open issues file until cleared.

The Director of Internal Audit will periodically report to the Board and Senior Management on the
internal audit activity’s purpose, authority, and responsibility, as well as performance relative to
its plan. Reporting will also include significant risk exposures and control issues, including

fraud risks, governance issues, and other matters needed or requested by Senior Management
and the Board.

Periodic Assessment For Quality Assurance and Improvement:

Internal Audit will maintain a quality assurance and improvement program that covers all aspects
of the internal audit activity. The program will include an evaluation of Internal Audit’s
conformance with the Definition of Internal Auditing and the Standards and an evaluation of
whether internal auditors apply the Code of Ethics. The program also assesses the efficiency and
effectiveness of the internal audit activity and identifies opportunities for improvement.

The Director of Internal Audit will communicate annually to the General Manager and the Board
on Internal Audit's quality assurance and improvement program, including results of ongoing
internal assessments and external assessments conducted at least every five years.

Internal Audit Charter Approval

RESOLVED, That the Board of Commissioners hereby approves the Internal Audit Charter as
amended to which conforms to the International Standards for the Professional Practice of
Internal Auditing promulgated by the Institute of Internal Auditors.

Approved by the Board of Commissioners on Tuesday, September 24, 2019
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General:

This Charter defines the internal audit function at the Lansing Board of Water and Light (LBWL)
and the commitment to the professional practice of internal auditing by the Board of
Commissioners (Board) and Senior Management. It grants Internal Audit the authority to carry
out its mission as set forth by the Board, Finance Committee, and the Chair of the Board.;—and

Cepembuonoges

This charter’s content and requirements primarily originate from the professional standards of the
Institute of Internal Auditors (Il1A). In addition, the professional standards of the Information
Systems Audit and Control Association (ISACA), Association of Certified Fraud Examiners
(ACFE), and American Institute of Certified Public Accountants (AICPA), contributed to this
charter’'s development. All of these standards define mandatory requirements that the internal
audit function must meet in order to properly execute its mission and fulfill its purpose as defined
in this charter and required by the Board.

Organization:

Since Internal Audit’s organizational status and the support accorded to it by Senior Management
are major determinants of its range and value, the Director of Internal Audit is appointed annually
by the Board and reports to them through the Chair of the Finance Committee, thereby
establishing a special, independent reporting relationship. The Board shall review and approve
the appointment, replacement, reassignment, or dismissal of the Director of Internal Audit.

In order for the internal audit function to properly execute its mission and fulfill its purpose, the
LBWL requires its internal audit staff to have experience and be certified in the related disciplines
of internal auditing, accounting, fraud examination, or information systems auditing. Thus, in
order to remain certified, the audit staff is expected and required by the Board to obtain and fully
maintain its certifications through compliance and adherence to the professional standards of the
organizations outlined above.

Purpose and Mission:

Internal Audit is an independent, objective assurance, and consulting activity that is guided by a
philosophy of adding value to improve the operations of the organization. It assists the LBWL in
accomplishing its objectives by bringing a systematic and disciplined approach to evaluate and
improve the effectiveness of the organization's governance, risk management, fraud prevention
and detection, and internal control processes.
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The mission of Internal Audit is to assist the Board, management, and employees in effectively
discharging their responsibilities by providing them with independent, objective evaluations,
analyses, appraisals, recommendations, and information concerning activities reviewed and by
promoting effective internal controls. This enables the Board to better serve customers,
employees, and the community.

The mission does not limit Internal Audit to any one specific planned audit engagement or group
of engagements. It defines that its mission be proactive, ongoing, and continuous, all of which
are_expected and required by the standards of the llIA, ISACA, ACFE, and AICPA in order for
Internal Audit to execute its mission and fulfill its purpose on an ongoing basis.

Authority:

Internal Audit, with strict accountability for confidentiality, sensitivity, and safeguarding records
and information, shall have full, free,_unfettered, and—unrestricted, unfiltered, continuous, and
ongoing  access to any and all LBWL activities, subsidiaries, functions, processes, and
resources consisting of all personnel, transactions, books and records (including physical,
manual, and electronic), company-owned devices and electronic media, operations, systems,
properties, and other sources of information and supporting documentation required to carry out
its missiont. All processes, activities, and responsibility areas are subject to audit. All LBWL
employees are reguested-and-obligated_and expected to assist Internal Audit in fulfilling its roles
and responsibilities. Internal Audit will also have free, unfettered, unfiltered, unrestricted, and
private access to the Board, Chair of the Board, Finance Committee, and General Manager.

Independence and Objectivity:

Internal Audit shall be a constructive, value-added service for (1) improving the effectiveness
and efficiency of management processes, internal controls, and quality of performance by the
LBWL in meeting its goals and objectives, (2) providing counsel and proactive advice concerning
new systems, initiatives, and services under development, and (3) evaluating the systems and
internal controls established to ensure compliance with established laws and regulations,
corporate plans, principles, and prudent business practices. To ensure independence, Internal
Audit shall have no direct responsibility or any authority over any of the activities or operations
of the LBWL.

Internal Audit reports to the Board and will govern itself by adherence_primarily to The Institute
of Internal Auditors' (IIA’s) mandatory guidance including the Definition of Internal Auditing, the
Code of Ethics, and-the International Standards for the Professional Practice of Internal Auditing

1 This also includes access to all LBWL information and records and full audit reports that pertain
to audits conducted by the North American Electric Reliability Corporation for its Critical
Infrastructure Protection Plan (NERC CIP)_and other federal, state, and local requlatory agencies.
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(HA Standards), with the support of the standards of the ISACA, ACFE, and the AICPA that do
not conflict with the JIA Standards. This mandatory guidance and Internal Audit's compliance

with the aforementioned standards constitutes principles of the fundamental requirements for
the professional practice of internal auditing and for evaluating the effectiveness of Internal
Audit’s performance. The Director of Internal Audit will report periodically to SeriorManagement
and-the Board regarding Internal Audit’'s conformance and adherence to the 1IA Code of Ethics,
JIA Standards, and the supporting, non-conflicting codes of ethics and the Standardsstandards

of the other aforementioned organizations. Fhe-HA's-PracticeThe practice Adviseriesadvisories,
Practice—practice Guidesguides, andp—Position Rapers—papers, and other guidelines of the
aforementioned organizations will also be adhered to as applicable to guide operations. In
addition, Internal Audit will adhere to LBWL'’s relevant policies and procedures and Internal
Audit's standard operating procedures manual. And, as supplemental guidance for the
performance of audits, Internal Audit shall consider and, where appropriate, comply with
Generally Accepted Government Auditing Standards promulgated by the Government
Accountability Office.

Internal Audit will remain free from interference by any element in LBWL, including matters of
audit selection, scope, procedures, frequency, timing, or report content to permit maintenance of
a necessary independent and objective mental attitude. In addition, Internal Audit will audit and
evaluate the organization’s processes and functions using a risk-based approach. Accordingly,
Internal Audit will not implement internal controls, implement procedures, install systems, prepare
records, or engage in any other activity that may impair an internal auditor’s judgment. Internal
Audit will exhibit the highest level of professional objectivity in gathering, evaluating, and
communicating information about the activity or process being examined and will make a
balanced assessment of all relevant circumstances and not be unduly influenced by their own
interests or by others in forming judgments.

The Director of Internal Audit, who also serves as the Chief Audit Executive, will confirm to
the Board, in writing at least annually, the organizational independence of the internal audit

acthvityfunction.
Responsibility and Scope:

Management is responsible for establishing and maintaining risk management, internal controls,
and governance processes for the organization. The scope of Internal Audit encompasses, but is
not limited to, the evaluation of the adequacy and effectiveness of the organization’s processes
as well as the quality of performance in carrying out assigned responsibilities to achieve the
organization’s stated goals and objectives. This includes the following:
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Organization:

Evaluating risk exposure relating to the achievement of strategic objectives and
determining whether they are appropriately identified and managed.

Evaluating information and the means used to identify, measure, analyze, classify, and
report such information to determine if they are reliable and have integrity.

Evaluating significant financial, managerial, and operating information to determine if it is
accurate, reliable, and timely.

Evaluating the systems established to ensure compliance with those policies, plans,
procedures, laws, and regulations which could have a significant impact on the
organization.

Evaluating the means of safeguarding assets and, as appropriate, verifying the existence
of such assets.

Evaluating the effectiveness and efficiency with which resources are employed and
determining whether they are acquired economically, used efficiently, and adequately
accounted for and protected.

Monitoring and evaluating governance processes.

Monitoring and evaluating the effectiveness of the organization's risk management
processes.

Evaluating the quality of performance of external auditors and the degree of coordination
with Internal Audit.

Determining if management, employee and independent contractor actions are compliant
with policies, procedures, standards, laws, regulations, and contracts.

Internal Audit:

Reporting significant risk exposures and control issues, including fraud risks, governance
issues, and other matters needed or requested by the Board.

Evaluating specific operations at the request of the Board or management, as appropriate.

Performing consulting and advisory services related to governance, risk management, and
control as appropriate for the organization.

Reporting periodically on Internal Audit's purpose, authority, responsibility, and
performance relative to its plan.

Meeting periodically with the Finance Committee to review Internal Audit's scope, staffing,
training/development, budget, and audit schedule. In addition, the Director of Internal Audit
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will confirm to the Board and Finance Committee, in writing at least annually, the
organizational independence Internal Audit.

Internal Audit Plan:

At least annually, the Director of Internal Audit will submit-te-the-Beard-and-General-Manager an

internal audit plan to the Board for its review and Beard-approval. The internal audit plan will be
developed using a risk-based methodology, including input of the General Manager and the
Board. The Director of Internal Audit will review and adjust the plan, as necessary, in response to
changes in the organization’s business, risks, operations, programs, systems, and controls. Any
significant deviation from the approved internal audit plan will be communicated to the Board-and

the-General-Manager through periodic activity reports.

Reporting and Monitoring:

A written report will be prepared and issued by the Director of Internal Audit or designee following
the conclusion of each internal audit engagement and will be distributed as appropriate. Internal
audit results will also be communicated to the Board.

The internal audit report may include management’s response and corrective action taken or to
be taken regarding the specific findings and recommendations. Management's response,
whether included within the original audit report or provided thereafter (i.e. within thirty days) by
management of the audited area should include a timetable for anticipated completion of action
to be taken and an explanation for any corrective action that will not be implemented. Internal
Audit will be response for appropriate follow-up on engagement findings and recommendations.
All significant findings will remain in an open issues file until cleared.

The Director of Internal Audit will periodically report to the Board and-Senier-Management-on the
internal audit activity’s purpose, authority, and responsibility, as well as performance relative to
its plan. Reporting will also include significant risk exposures and control issues, including

fraud risks, governance issues, and other matters needed or requested by Senior Management
and the Board.

Periodic Assessment For Quality Assurance and Improvement:

Internal Audit will maintain a quality assurance and improvement program that covers all aspects
of the internal audit activity. The program will include an evaluation of Internal Audit's

non-conflicting, standards of the other aforementioned organizations,and an evaluation of whether

internal auditors apply the IIA Code of Ethics_and the supporting, non-conflicting codes of ethics
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of the other aforementioned organizations. The program also assesses the efficiency and
effectiveness of the internal audit activity and identifies opportunities for improvement.

The Director of Internal Audit will communicate annually to the General-Managerand-the-Board
on Internal Audit’s quality assurance and improvement program, including results of ongoing
internal assessments and external assessments conducted at least every five years.

Internal Audit Charter Approval

RESOLVED, That the Board of Commissioners hereby approves the Internal Audit Charter as
amended to which conforms to the International Standards for the Professional Practice of
Internal Auditing promulgated by the Institute of Internal Auditors.




Proposed Resolution
Internal Audit Charter Approval

RESOLVED, That the Board of Commissioners hereby approves the Internal Audit Charter
as amended to which conforms to the International Standards for the Professional Practice
of Internal Auditing, promulgated by the Institute of Internal Auditors.



RESOLUTION 2020-09-___
Capital Project Exceedance Approval

RESOLVED, that Board of Water and Light Policy 15-02 “Capital Project Exceedance Approval” is
hereby amended as follows:

o H H ”

RESOLVED, that any approved capital project that is expected to exceed its total budget amount
by both 15% and $200,000 or more must have the exceedance approved by the Commissioners
prior to completion of the project; and

RESOLVED, that in the case of "planned" capital projects the total budget amount is the project's
designed budget amount; and

RESOLVED, the General Manager shall report the expected exceedance to the Commissioners as
soon as reasonably possible; and

RESOLVED, this policy applies to the aggregate total budget amounts for electric, water, steam,
and chilled water “annual” capital projects and to the individual total designed budget amounts
for “planned” capital projects; and

RESOLVED, the General Manager shall establish and implement procedures overseeing capital
project costs consistent with this policy; and

This resolution supersedes Resolutions 2000-3-2,-ard 2001-6-16, and 2015-07-05.

Staff comments:

In the existing Policy, a project’s Total Budget Amount can be based on the initiation (Intake) phase of a
project. This amount is usually based on historical or industry estimates of similar projects and does not
capture issues that can significantly affect the cost of a project.

When the capital budget/forecast is developed, a project’s cost that is shown in the budget reflects the
quality of information know at that time. For any project, it would reflect where the project is in its
lifecycle: Initiation (Intake), Feasibility, Design, Construction/Commissioning, or Close-out stage.

It is recognized by the Project Management Profession that projects in the Initiation (Intake) phase can
have a margin of error that can range from 50% to 200% of the actual completion cost. As a project
matures through the design phase, the margin of error reduces to 5 to 15%.



The recommendation to use the design cost as the basis for reporting a project’s exceedances aligns
with the existing BWL policy of reporting an exceedance when a planned project’s expected
completion cost is in excess of 15% and $200,000 of the designed cost.
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Status Report

FY 2020 Audit Engagement in Proqress:
1. Energy Risk Management

FY 2021 Audit Engagements (Beqginning Stages):
1. MPPA and MISO Billings
2. IT - Cybersecurity Process
3. IT —Vulnerability Assessments
4. PCards

Note: A request for proposal (RFP) was sent out to several IT audit consultant
vendors for bids for #2 and #3 above. Once received, the bids will be evaluated by
the vendor selection committee, then the best vendor will be selected.
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Other Items

1. Internal Audit Outreach With Other BWL
Departments

2. Update on Ongoing Education and Certification of IA
Staff
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